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At CrowdStrike, a fundamental belief is that intelligence powers everything we do.
[t drives our next-generation endpoint protection, it fuels our incident response
teams so they can resolve incidents faster, and it i1s consumed by our customers

and their enterprise tools, allowing them to detect and stop attacks.

well-known proverb captures the

essence of intelligence: In the land

of the blind, the one-eyed man is

king. One who is better informed
than his adversaries will have the advantage.
Intelligence helps remove uncertainty from
decision making; businesses around the world
use various types of intelligence to ascertain
what markets they should focus on, and how they
should enter those markets. Intelligence about
what personnel, which business units, or what
products are being targeted by malicious threat
actors can similarly aid in the decision-making
process for the business. This transcends the
security operations center and incident response
measures. This information can help the business
make more informed decisions, from the IT team,
the C-suite, and even the board of directors.

Increasingly, organizations around the globe are
using threat intelligence to make their enterprises
smarter and more resilient. These organizations
use threat intelligence to stay ahead of the adver-
sary. As more and more organizations begin to
utilize threat intelligence, the value in understand-
ing what these threats mean to the business be-
comes evident. Intelligence powers everything we
do, and it can power everything you do as well.

This year’s CrowdStrike Intelligence Global
Threat Report contains a wealth of intelligence
regarding adversary behavior, capabilities, and
intentions. More importantly, it ties it back to
the events that influenced those activities. By
understanding the events that shape the beliefs
and motivations of threat actors—regardless if
they are criminal, nation-state, or hacktivist—it
is possible to comprehend what drove the
adversaries to behave as they did, and perhaps
to understand what this will mean for the future.
The hope is that this report will provide a lens
by which the reader can begin to view the world
through the eyes of the attacker and use that
information to stay ahead of the adversary—or
as some might say, “to the left of boom”.

CrowdStrike buckets more than 70 designated
adversaries into three different motivations.
These motivations—Targeted Intrusion, eCrime,
and Hacktivism—can be influenced by a wide
range of external factors. Targeted intrusion

is most frequently executed by nation-states
seeking to collect intelligence to facilitate
public and private decision making. These
nations have collected intelligence from private
enterprises, non-governmental organizations,
military and defense related businesses, foreign

governments, and individuals deemed to be
dangerous to the aggressor. Electronic crime
(eCrime) is financially motivated activity by
threat actors targeting any number of victims
ranging from individuals to corporations. Tar-
geted eCrime is an issue that is emergent and
covered in the report as well. Hacktivism can
pop up at any time, for any reason, anywhere;
hacktivist actors may be nationalists, social
activists, terrorist supporters, or pranksters.

This report is organized differently from our
previous Global Threat Reports. In years past, the
reports contained a review of notable activity
followed by adversary-specific information, and
they culminated in a looking forward section.
These reports were contiguous and meant to be
read from start to finish. This report is designed
to flow more like a magazine; there are feature
reports on various topics, smaller pieces meant
to augment those topics, and profiles of select
adversaries. The basic structure covers the three
adversary motivations tracked by CrowdStrike:
Targeted Intrusion, eCrime, and Hacktivism. This
is followed by a review of predictions from last
year’s report to track how those predictions
panned out, and what to expect for 2016.
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TARGETED INTRUSIONS

GRINA

In 2015 high-profile targeted intrusion

activity was observed that revealed
behavior not often associated
with China-based adversaries, and
which also provided some insight
into how these actors operate.

In recent years, adversaries aligned with the interests of the Peaple’s

Republic of China [PRC) have dominated vendor threat reporting, security

research blogs, and mainstream news by targeting international businesses,

governments, dissident groups, and not-for-profit organizations. Juring

2015, however, the media coverage was inundated by a series of breaches

of personally identifiable information (PII] stretching back through 2014.

The breaches were announced in rapid succession by a number of U.5.

healthcare providers and the U.S. Office of Personnel Management (OPM].

The targeting of Pl is fascinating, as targeted
intrusion operators historically have not pursued
such personal information. This targeting under-
scores that intrusion operations associated with
nation-states pose a significant risk to all data,
no matter how uninteresting it may seem. The
intentions of these actors can be debated; one
might argue these incursions point to integration
between cyber espionage and human intelligence
targeting. This implies the creation of a massive
database of information that may be used to
identify individuals who might be susceptible

to recruitment for espionage. An alternate
hypothesis is that the intrusions were executed
in an effort to better understand western health-
care systems in order to satisfy the healthcare
objectives of China’s 12th Five-Year Plan (FYP).

In the wake of the July breach of the Italian infor-
mation technology company Hacking Team, the
public release of stolen data included a number of

exploits that were quickly adopted by malicious
actors. The adversaries leveraging the compro-
mised exploits included numerous China-based
targeted intrusion actors who rapidly operational-
ized exploit code and used it against a wide vari-
ety of target organizations. The speed and similar-
ities in the technical implementation of the leaked
exploit code underscored the possibility that these
actors may be connected to one another through
a shared tool development center or vendor.

Several major events of strategic importance set
the stage for the cyber activity observed in 2015,
and they will continue to influence future events in
CrowdStrike’s 2016 outlook for China-based cyber
adversaries. China’s increased efforts at domestic
censorship and the notion of “cyber sovereignty”
are key to understanding the way that the
Communist Party of China (CPC) views the role

of computer network exploitation. Territorial
expansion actions by China in the South China Sea

06
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during 2015 continued to be a source of tension
between China and members of the international
community. President Xl Jinping’s domestic
corruption crackdown and subsequent military
reorganization, which were observed in 2015, will
have far-reaching effects well into the new year.

PII BREACHES

" eginning in early 2015, several private
organizations in the U.S. healthcare sector,

- as well as entities in the U.S. and Japanese
government, began announcing that they suffered
massive data breaches. These breaches com-
promised the PIl of millions of individuals. While
data breaches occur frequently, these incidents
were unique in that they were not carried out

by actors looking to profit from the information,
but rather by China-based targeted intrusion
adversaries. While historically these actors have
not been interested in Pll data, these incidents
hinted toward possible new interests and collec-
tion requirements for China-based adversaries.

The first of the breaches attributed to Chi-
na-based actors was announced by healthcare
provider Anthem in February 2015; it reportedly
resulted in the acquisition of customer names,
Social Security numbers, physical and email
addresses, and income data for between 37.5 and
78.8 million customers. Two other U.S. healthcare
providers, Premera and CareFirst (both under the
BlueCross/BlueShield umbrella along with An-
them), followed suit in March and May, respective-
ly. Premera reported a Pll breach of up to 11 million
of its customers, while CareFirst put the number
around 1.1 million. All told, these healthcare
breaches resulted in the compromise of anywhere
from approximately 50 to 80 million Americans.

In addition to the compromises in the healthcare
sector, major breaches believed to be the result
of Chinese intrusion operations were reported
at government organizations in the U.S. and

Japan. On 1 June 2015, the Japanese government
reported a significant breach at the Japan Pen-
sion Service (JPS). This attack was conducted
during May 2015 using a campaign of spear
phishing emails with themes including requests
for comment on policy, participation in seminars,
and notifications about medical expenses. As a

result of this compromise, JPS officials announced

that pension IDs, names, birthdates, and phys-
ical addresses were obtained by the attacker,
although sensitive information about premiums
and benefits were not accessible through the
compromised part of the network. Three days
later, the U.S. Office of Personnel Management
(OPM) reported that a breach resulted in the
compromise of approximately 4 million individ-
uals associated with the federal government.

The theft of large amounts of PIl by China-based
targeted intrusion adversaries is anomalous to
their typical tactics, techniques, and procedures
(TTPs). These actors are generally interested in
sensitive information of a more strategic nature
such as intellectual property, information related
to business operations, or sensitive government
documents. Stolen Pll is typically used to facil-
itate identity theft or other types of financially
motivated crimes; however, when viewed through
a more strategic lens, the PIl compromised in
the healthcare and government breaches over
the past year could be of significant use to a
foreign government or state-run enterprise.

Looking specifically at the healthcare breaches,
the targeting of organizations relating to
population welfare may be part of an intelli-
gence-collection effort intended to support the
aims of China’s 12th FYP, which was launched in
2011. While these plans are generally broad and
cover a range of topics to improve and stabilize
China’s future, an important element of the 12th
Plan is the concept of “inclusive sustainable
growth”. This includes specific considerations
for welfare of the populace, including a com-

mitment to boosting growth in social security,
private pensions, and medical insurance.

Drilling down into the medical sector, priorities
include improvement in medical technology,
provision and management of a basic health-
care service for the entire population, and

the creation of a healthcare database for 70
percent of urban residents. It also empha-
sizes foreign investment in developing the
Chinese healthcare sector during this time.

With these requirements in mind, it is possible
that the network compromises detailed here
may have been executed to better understand
how other countries have structured their
systems and to obtain an understanding of
large, multinational healthcare providers to
support negotiations for foreign investment.
This emphasis on healthcare services has carried
over into the 13th FYP as the CPC has promised
basic universal healthcare for all Chinese citizens
by 2020. Targeting of the western healthcare
sector may be as much about logistics and
know-how for running national-level health
insurance schemes as it is about siphoning data.

However, because of the personal, individualized
nature of the information that was targeted for
data exfiltration during each of these breach
events, there may be a wider strategic use for it

within the Five-Year Plan. This raises an altogether
more disconcerting scenario for organizations and

their customers: Information about their personal
circumstances is of value to the attackers in some
way. While the official response to most of these
breaches has been to offer a period of identity
theft protection and credit monitoring to each
affected individual, it is unlikely that concerted
efforts to compromise multiple networks within
the same sector would be undertaken for the

purpose of fraud. Another possible scenario is that

these attacks are being used to build out profiles
on individuals to support future operations.

“ALL TOLD, THESE
HEALTHCARE BREACHES
RESULTED IN THE
COMPROMISE OF ANYWHERE

FROM APPROXIMATELY

oU to 80
MILLION
AMERICANGS.”




“AN IMPORTANT ELEMENT
OF THE 12TH PLAN IS THE
CONCEPT OF

INCLUSIVE
oUSTAINABLE
GROWTH'.

THIS INCLUDES SPECIFIC
CONSIDERATIONS FOR

WELFARE OF THE POPULACE,
INCLUDING A COMMITMENT
TO BOOSTING GROWTH

IN SOCIAL SECURITY,
PRIVATE PENSIONS, ANT
MEDICAL INSURANCE.”

The breached healthcare entities are all federation
members of the Blue Cross Blue Shield Associa-
tion, which offers coverage to state and federal
employees through the Federal Employees Health
Benefit Plan. During the public broadcast of an
Oversight Committee hearing on 16 June regard-
ing the OPM network breach, the Director of OPM
stated that records held on the compromised
systems did not include actual medical record
information on employees, but they did include
details on their healthcare providers. It is likely
that a combination of these two datasets would
be extremely valuable to gain deeper insight into
the lives and vulnerabilities of federal employees.

In the case of OPM, information acquired by the
attackers went far beyond the data obtained in
the breaches of the U.S healthcare providers. In
addition to the typical personal data common

to other breaches, the OPM network held data
collected through “Standard Form 86” (SF86),
which must be completed by individuals applying
for national security positions. The SF86 is a
comprehensive document that collects large
amounts of highly personal information on
applicants so they can be vetted for possible
vulnerabilities that may be exploited by hostile
actors in order to gain information. Without
doubt, access to this degree of PIl for both suc-
cessful and unsuccessful applicants represents a
treasure trove of information that may be exploit-
ed for counterintelligence purposes. China has
publicly declared this breach the work of criminals
and announced that they had arrested several
individuals who were responsible in late 2015.

At this time, it is difficult to know exactly how

this voluminous amount of information might

be leveraged in the future. It is possible that
insights could be gained into targets of interest by
correlating information about this potential target
across the multiple compromised datasets. Knowl-
edge acquired during these operations could be
used to create more individualized, and therefore

more effective, spear phishing campaigns, or
also in more traditional, real-world espionage
activity. Data contained in the SF86 documen-
tation would be particularly useful to traditional
HUMINT operations as it contains details of a
very personal nature about current and former
government employees, as well as private sector
employees working on government contracts.

It is possible that the adversary’s goal for these
compromises was to build a dataset on a large
number of individuals of intelligence value
through which detailed profiles of these individ-
uals could be produced. Such a project would
require the theft of Pll fromm multiple organizations
such as those observed in this campaign.

If this was the goal of this campaign, then it is
possible that more PII breaches by targeted
intrusion adversaries could occur in the future.
While there is currently no indication that PII
theft is going to be a continuous trend, orga-
nizations across all sectors—but particularly
those that possess Pll on government employees
or other individuals that may be of counter-
intelligence value—should remain alert to the
possibility of similar activity going into 2016.

LEGAL AND REGULATORY CHALLENGES
POSED BY PII-FOCUSED TARGETED
INTRUSION OPERATIONS

he loss of any kind of information, be it

PIl or sensitive/strategic data, is of great

concern to all organizations; however, these
incidents of theft of PIl by targeted intrusion
operators may indicate a disturbing new trend.
In the past, organizations that were victims of
targeted intrusions suffered the loss of valuable
business information, but that loss could usually
be kept a secret as there is little in the way of
disclosure requirements associated with that
sort of data. The U.S. Securities and Exchange

Commission (SEC) does have guidance stating
that companies falling under the SEC’s purview
should report cybersecurity incidents that have
a material impact on the business, but the deci-
sion on what rises to the level of necessitating
disclosure is still left up to the company.

In the case of a breach of PIl, numerous state
and federal laws require affected organizations
to disclose the breach to affected individuals.
This means that targeted intrusion incidents
that result in the theft of PIl are forced into

the public eye during the disclosure process,
making a targeted intrusion incident not only
potentially damaging to a company’s strategic
position in their marketplace, but also dam-
aging to it financially and reputationally.

Financial damage can come in multiple forms
including the cost of carrying out the breach
notification processes required by the various
data breach statutes. Notification costs can
easily run into the millions of dollars. A publicly
disclosed breach can also be damaging to

a company’s stock value. Target’s stock slid

11 percent in the weeks after it announced a
massive data breach at the end of 2013.

Reputational damage can be as significant as
the financial cost of a breach, or even more so.
Publicly acknowledging the theft of data can
make people question a company’s dedication to
security and overall competence. What is more,
a targeted intrusion incident that is disclosed
due to PII theft will also likely lead people to
guestion what other data was compromised.

If the wrongdoers were able to gain access

to databases containing PlI, were they also
able to take valuable intellectual property,
information on key mergers and acquisitions
projects, and strategies concerning ongoing
negotiations? These types of concerns could
undermine a company’s market position.
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The incidents represented in this table are
only a portion of the operations tracked in the
wake of the Hacking Team breach. However,
the incidents depicted in the table all shared
significant similarities in the methods by
which the actors leveraged the CVE-2015-
5119 and CVE-2015-5122 exploits: all exploit
files used the same ActionScript class name
(either HT_Exploit or flash_exploit_002];
additional ActionScript class names were
also nearly identical; all files had create
dates of either 7/7/2015 or 7/11/2015; files were

compressed with LZMA; and, all contained

embedded, zlib-compressed payloads.

It is still too soon to tell whether PII theft is
going to become a consistent trend for targeted
intrusion operators, but the incidents disclosed
in 2015 certainly underscore the potential threat.
Any business that collects PIl for any reason
should be aware that a targeted intrusion could
result in a Pl breach that would lead to required
disclosure. This is particularly true for any
company storing the information of government
employees, as those individuals are likely to be
of particular interest to foreign governments
that carry out targeted intrusion operations.

HACKING TEAM CAMPAIGNS

n 5 July 2015, an unknown actor successfully
breached the network of the ltalian infor-

mation technology company Hacking Team,

whose primary business was selling offensive
intrusion and surveillance capabilities to govern-

ments, law enforcement, and similar organizations.

Soon after the breach, the actor responsible pub-
licly leaked all of Hacking Team’s tools and com-
munications. Among the approximately 400 GB
of leaked data was exploit code for a number of
different, and at the time unknown, vulnerabilities.

China-based targeted intrusion adversaries
rapidly adopted exploits for two of these vulnera-
bilities: CVE-2015-5119 and CVE-2015-5122.
CrowdStrike Intelligence closely tracked the
proliferation of this exploit code amongst Chi-
nese actors and identified numerous incidents
from named and still-unidentified actors.

The high degree of similarity in the exploit code
files is an indication that the actors responsible
for the operations summarized in the table are
somehow related. Evidence of a relationship
between these actors is further strengthened
by the tight time frame in which the operations
were carried out. Seven of the actors began
using the HT_Exploit variant within 72 hours

of each other, with the rest following in the
same week. The flash_exploit_002 variant
began appearing around 14 July 2015, with five
actors or sets carrying out operations using
that variant within 24 hours of each other, and
the final incident occurring a week later.

POSSIBLE TIMELINE

" ased on the similarity in the exploit code
and usage time frame there are three

primary scenarios that could explain the

extent to which these actors are connected.

e The tactics and timing of the observed incidents
indicate that the most likely scenario is that
there is an entity that creates or repurposes
exploit code and develops tools for targeted
intrusion adversaries to easily operationalize that
code, such as a builder tool that would allow
an actor to bind an executable to the exploit
code. The way in which the CVE-2015-5119 and
CVE-2015-5122 exploit code was operationalized
between the HT_Exploit and flash_exploit_ 002
clusters is identical across all adversaries in
those clusters. It seems highly unlikely that the
14 distinct actors identified between the two
clusters independently operationalized the
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code for the two exploits in the same way. If
each actor were operating independently of the
others, it would be expected that there would
be at least minimal differences in the way the
exploits were weaponized.

Additionally, the rapid time frame in which
the exploits were adopted suggests that a
centralized source disseminated a builder
tool to these various actors within hours or
days of the code being leaked. Such rapid
proliferation is unlikely to occur outside

of a formal dissemination channel.

Another potential scenario is that these actors
were sharing tools because they are different
parts of a larger overarching organization. For
example, each actor in the HT_Exploit and
flash_exploit_002 clusters could represent a
team working within a Chinese government/
military organization or possibly a China-based
defense or intelligence contractor. There is not
enough evidence at this time to make a more
definitive statement about the likelihood of this
scenario, however the sharing of tools and the
close-in-time deployment of those tools could
be explained by a scenario in which these actors
are all working for the same organization.

Similar targeting amongst the adversaries from
the HT_Exploit and flash_exploit_002 cluster may
also suggest that they work for the same orga-
nization. Of the nine actors whose targeting was
directly observed or could be inferred from their
TTPs, seven targeted Southeast or East Asia. It is
possible that the targeting overlap observed with
these actors is the result of a directive to target
entities in Southeast and East Asia by an overar-
ching organization in which the actors operate.

A third possible scenario to explain the apparent
connection between these actors is that they

all obtained access to the same tools through a
more informal, shared tool dissemination channel.

Such a channel could involve sharing of code or
tools from one actor to other actors, or possibly a
forum or other communication channel that some
China-based actors use to share code or tools.

This seems like the least likely scenario when
taking into account the identical nature of the
way in which the exploit code was operation-
alized, the close-in-time nature in which the
activity occurred, and the overlapping targeting
between a number of adversaries. It is unlikely
that an informal, shared dissemination channel
would result in this many actors receiving access
to the same tool or exploit code in such a small
window of time and that this many actors
would then put the tool to use so quickly.

The key take-away from the Hacking Team inci-
dent is that the adversary can move quickly and
capitalize on a fortuitous release of exploit data.
Whether the actors have consumed a weaponized
exploit through a shared tool development, pur-
chased it from a third party that developed it, or
benefited from a released implementation of these
exploits from an underground forum, they proved
that they could rapidly retool and use the new
exploit to conduct intrusions. Events such as the
Hacking Team leak do happen; historically several
security companies with vulnerability or exploit
data have been breached, and if the data those
firms have is exposed, it can be expected that the
adversary will find a way to make it their own.

GENSORSHIP, GORRUPTION, AND
CHINA’S “CYBER SOVEREIGNTY”

015 demonstrated that China intends to

aggressively pursue the concept of cyber

sovereignty and push it as an international
norm by going on the offensive if necessary.
Almost immediately after the New Year, there was
an aggressive crackdown on those circumventing
China’s censorship apparatus commonly referred

to as the Great Firewall of China (GFW). This
included additional blocking of sites, shutting
down Virtual Private Network (VPN) providers,
and most importantly, new methods of DNS
poisoning, which directed users attempting

to access forbidden sites to third-party sites,
sometimes creating a Distributed Denial of Service
(DDoS) on innocent servers. In response to the
intensified crackdown, multiple anti-censorship
sites began hosting censored material on
distributed content delivery networks (CDNs)

in a concept called “collateral freedom”. One
anti-censorship site, Greatfire.org, after hosting
their censored content on CDNs and being pres-
sured to remove the content, began hosting their
material on open-source code sharing site Github.

The Chinese government responded by publicly
unveiling for the first time its offensive counter-
part to the GFW, the so-called “Great Cannon”.
This weapon redirected a subset of international
users’ traffic that touched servers connected
Baidu’s Wangmeng (Chinese equivalent to
Google Adwords) and redirected traffic to hit
Github repositories where censored material
was being hosted, resulting in a massive DDoS
attack. This crippled Github for several days.

Although the attacks were ultimately unsuccessful
at coercing Github to remove the content, this

was a clear message by China that it intended

to enforce its notion of cyber sovereignty, even
overseas. CrowdStrike and other industry research-
ers traced the origins of the Great Cannon back

to the backbone of China’s Internet, suggesting
that the China Internet Network Information
Center (CNNIC) and cyber czar LU Wei (% #)

were involved at a high level in facilitating the
attacks. There was virtually no repercussion against
the Chinese government for, at the very least,
tacitly allowing an attack on western systems.

Though the Great Cannon did not make another
appearance in 2015, China continued to push

its concept of cyber sovereignty and continued
its crackdown on VPN providers within its bor-
ders. Several popular circumvention sites were
shut down, and their authors often left cryptic
messages shortly before the Chinese Ministry of
Public Security (MPS) questioned them or their
social media presence went dark. Interestingly,
several of these circumvention tools have been
observed in use by DEEP PANDA after their
shutdowns, suggesting that the MPS either took
their tools and reused them, or the operators
themselves are reliant on them to avoid the GFW.

RISE OF THE MP§

hroughout 2015, CrowdStrike Intelligence

identified a concerning number of initiatives

taken by the Communist Party of China
(CPC) to strengthen Internet regulation and
censorship, and to enforce cybersecurity reform.
Not only was the MPS increasingly active in
enforcing the CPC’s notion of cyber sovereignty,
but it was clear that 2015 marked an increase
in responsibility for the MPS with regard to
cybersecurity reform and operating overseas.

While the MPS has historically been involved in
enforcing internal cybersecurity practices, the
increased use of this ministry in China’s new efforts
that traditionally would have fallen under other
branches, such as the Ministry of State Security
(MSS), could be indicative of a the powerful role for
the MPS under President XI Jinping. Such efforts
include the creation of MPS units within major Chi-
nese Internet and web service providers, widespread
arrests for Internet crimes—both in the homeland
and abroad, and leading high-level global cyber-
security dialogues with countries such as the U.S.

Additionally, as the MPS is taking a prominent
role in anti-terrorism efforts, it is expected
that new Internet restrictions and enforcement
efforts will be conducted under the guise of

14
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combatting terrorism. As President XI Jinping
and the CPC continue efforts to obtain “cyber
sovereignty” within China and protect its neti-
zens, it is likely the MPS will continue to play a
leading role in enforcing those efforts in 2016.

The MPS, currently headed by Minister GUO
Shengkun, is the principal police and security
authority of the People’s Republic of China and
the government agency that exercises oversight
over law enforcement duties. This includes
management of the system of Public Security
Bureaus (PSB), which are in turn are responsible
for carrying out local policing functions. The
MPS ostensibly operates under the State Council.
However, in reality, it is believed to operate
under the direct control of the CPC leadership,
specifically Politburo member MENG Jianzhu.
MENG is the most recent former minister of the
MPS; he leads the Central Political and Legal
Commission (CPLC) of the Communist Party
and reports directly to President XI Jinping.

The MPS has a history of training security officials
and police officers in cybersecurity, particularly
computer network exploitation and attack tech-
niques. The People’s Public Security University

in Beijing, a part of the MPS that trains China’s
police and internal security forces, reportedly has
several units engaged in training and operations
for carrying out cyber operations. While the
motivation behind this training appears to be
internal law enforcement operations, it provides
the MPS with a fully capable cadre skilled in
computer network operations. According to a
former Chinese security official, the MPS holds
more power within the CPC than other organi-
zations such as the MSS, and therefore “likely

has more authority to task and manage hacker
activities both domestically and overseas.”

In mid-2015, paralleling a number of pieces of new
Internet legislation and reform released by the
CPC, the MPS appeared to take a stronger role in
cybersecurity enforcement efforts. In early August

2015, the MPS announced the creation and imple-
mentation of “network security offices” at major
Chinese Internet companies and service providers

such as China Mobile, Baidu, Alibaba, and Tencent.

Reporting indicates the primary motivations
behind the creation of these units were to assist
companies in handling illegal Internet activities,
protecting private information, and improving
incident response time by the MPS. The units will
also assist companies in preventing the spread of
“disinformation” harmful to the Chinese state.

Historically, the CPC has placed the majority
of responsibility for monitoring Internet con-
tent at the company level. The embedding
of MPS units shifts this power back to the
MPS and the CPC, and it will greatly enforce
not only regulations, but also punishment.

On 18 August, two weeks after the announcement
of Internet police units, the MPS announced the
incarceration of 15,000 people for crimes that
“jeopardized Internet security”. According to

the MPS, the arrests were made under a new
six-month program launched in July 2015 named
“Cleaning the Internet”. The details of the arrests
were not provided, but the MPS claimed the
sweep had targeted approximately “66,000 web-
sites” providing “illegal and harmful information.”

In what appears to be an associated effort, on

22 August a popular workaround to China’s
censorship apparatus known as the Great Firewall
(GFW), ShadowSocks, was forcibly taken down
from the code-sharing site GitHub. Shadow-
Socks’ author, clowwindy, made a final post on
the GitHub repository hosting ShadowSocks,
stating that Chinese police forces enforced

the removal of the code from GitHub and
demanded any research on the project cease.

There was a significant outpouring of support
from Chinese and western users who vowed to

fork the code and keep the ShadowSocks project
alive despite efforts to censor it. Then on 25
August, the Github repository hosting another
popular GFW circumvention tool, GoAgent, was
also removed. The author of the tool, phuslu,
deleted the repository without explanation, but
he ominously changed his account description to
be “Everything that has a beginning has an end”.
Advocates of free speech similarly suspect that
China’s police force played a role in the takedown.

In addition to enforcement of regulations in
the name of public security, the MPS is also
being leveraged in efforts associated with state
security—a mission traditionally carried out

by the MSS. In 2015, the CPC openly acknowl-
edged the lead role of the MPS in Operation
Fox Hunt, a campaign launched in July 2014

to pursue and “bring home” corrupt Chinese
officials who have fled outside of the country.

MPS undercover teams of “hunters” prepare and
collect information on identified targets before
locating them across the globe and “persuading”
them to return to China to answer for their crimes.
Locally, the operation is seen as a success for
President XI and his ongoing efforts at combating
corruption, with reports indicating approximately
930 criminals repatriated by the MPS since July
2014. Globally, however, the MPS operation is
disconcerting, as it is a brazen show of CPC power
reaching outside of China’s borders by a Ministry
traditionally tasked with maintaining local security.

Notably, much of this activity occurred in the
buildup to President XI’s first official visit to the
U.S. in late September when he and President
Barack Obama formalized the U.S./China Cyberse-
curity Agreement. During President XlI’s visit, the
U.S. and China announced an agreement not to di-
rect or support cyber attacks that steal corporate
records for economic benefit, the result of lengthy
negotiations between the two governments.

“AS PRESIDENT

XI JINPING AND THE CPC
CONTINUE EFFORTS TO
OBTAIN ‘CYBER SOVEREIGNTY’
WITHIN CHINA AND PROTECT
ITS NETIZENS, IT IS LIKELY

THE MP5S WILL
CONTINUE TO
PLAY A LEADING
ROLE IN
ENFORCING
THOSE EFFORTS
IN 201B."




“ALTHOUGH THE ATTACKS
WERE ULTIMATELY
UNSUCCESSFUL AT
COERCING GITHUB TO
REMOVE THE CONTENT,

THIS WAS A
CLEAR MESSAGE

BY CHINA THAT
ITINTENDED TO
ENFORCE ITS
NOTION OF CYBER
oUVEREIGNTY.”

Also announced during President XI’'s U.S. visit was
the creation of a high-level cyber dialogue between
China and the U.S.—a new approach to the previ-
ous working-level talks that were discontinued after
the U.S. indicted five PLA officers for cybercrimes.

According to the White House, the dialogue “will
be used to review the timeliness and quality

of responses to requests for information and
assistance with respect to malicious cyber activity
of concern identified by either side.” Notably,

the first dialogue of what will be bi-annual
meetings was held in December 2015 and was

led by the MPS Minister, GUO Shengkun.

In addition to the agreement, open source report-
ing surfaced shortly after President XI’s visit de-
tailing the quiet arrests of Chinese hackers by the
MPS at the urging of the U.S. government. These
arrests reportedly occurred in the weeks before
President XI came to the U.S. and are believed to
be a gesture of the CPC’s dedication in respond-
ing to U.S. concerns over cybersecurity, as well as
a move to defuse tensions over possible sanctions.

Notably, there have been limited details
released surrounding these arrests, and there

is no indication if they are connected to the
aforementioned “Cleaning the Internet” pro-
gram. It appears clear that regardless of the
motivations of these actions, President Xl is
aggressively pushing an image of power and
cooperation in handling concerns over cyberse-
curity—a similar image he strives for in China.

The efforts observed throughout 2015 appear
to be elevating the MPS into an increasingly
powerful position of authority. As the MPS
continues to be leveraged in enforcing CPC
regulations, it is likely these actions will lead
to continued arrests and harsher repercus-
sions for those not abiding by the law.

While the MPS has long been a forerunner in mon-
itoring China’s Internet content, repressing internal
dissent within China and acting on information
found “harmful” to the Chinese state traditionally
fell to the MSS. Although the majority of MPS’
actions aim to counter internal issues and enforce
censorship for Chinese citizens, the global activi-
ties carried out by the MPS not only demonstrate
the Ministry’s capability and willingness to support
CPC regulations and objectives, but also its intent
to carry out operations on foreign soil. As we en-
ter into 2016, the MPS will likely continue to gain
authority and take a leading role in supporting and
enforcing President X| and the CPC'’s larger goal in
mandating China’s vision of Internet sovereignty.

CORRUPTION CRACKDOWN AND
MILITARY REORGANIZATION

ince assuming office, President X| Jinping has
rejected the communist tradition of collective
leadership and has established himself as
the paramount leader who will guide China into
a new age of prosperity. Almost immediately he
engaged in a massive crackdown on corruption
within the Communist Party designed to remove
political rivals (even from the highest positions
of government) and to rapidly consolidate power
with such ruthless efficiency that it harkens back
to the first early purges by communist leaders.

In office just two years, Xl is now head of the Com-
munist Party and the Central Military Commission,
the two traditional pillars of Chinese party leader-
ship, as well as the head of leading groups on the
economy, military reform, cybersecurity, Taiwan,
and foreign affairs. He also leads a commission

on national security. This same sense of urgency
is now being reflected in aggressive legislation
moves that appear to have begun in early 2015
with the tightening of China’s Internet access, and
that have continued with controversial national
security measures, which are expected to be
finalized in 2016 and to significantly affect entities

in the financial, non-governmental organization
(NGO), technology, and manufacturing sectors.

Now past its second year, the crackdowns have
nearly quadrupled, but they are finally showing
results as XlI's ability to push rapid reforms has im-
proved remarkably. Nowhere does this seem more
apparent than the PLA, where XI's administration
has purged 42 senior officers across the PLA’s lead-
ership on corruption charges. This follows the ap-
proach by former Chinese leaders MAO and DENG
of reshuffling military leaders in order to prevent
dissention and to better consolidate military power.

The purges increased dramatically in 2015 in what
appears to have been preparation for a massive
reorganization of China’s current PLA-centric
military into a more western joint-command
structure where the Air Force and Navy are more
evenly represented. Xl first announced this in
September 2015 by stating that 300,000 officers
would be cut from the PLA. Though unpopular
within the army, the reorganization plans appear
to be proceeding at an extremely rapid pace,
with the seven current military regions set to be
reduced to four and additional resources being
given to the Air Force (PLAAF) and Navy (PLAN).

The military reorganization serves

several purposes for XI:

o [t increases the oversight of the Central Military
Commission (CMC), which X| heads, further
consolidating the CCP’s control of the military.

« |t allows for a leaner, more efficient fighting
force as it looks at having to potentially defend
its territorial claims in both the East China
Sea (ECS) and South China Sea (SCS).

* |t comes at a convenient time when more over-
sight into cyber operations are needed in order
to avoid further upsetting the U.S., prompting
a reshuffling of the military’s cyber units.
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This last point is obviously extremely important as it

shapes what CrowdStrike expects to see from China-based

adversaries in 2016. While a complete shift away from
military-enabled targeting is highly unlikely, a brief hiatus
or sudden overlapping/sharing of tools among known
adversary groups may occur as a more efficient, cen-
tralized cyber military force takes shape. The complete
reorganization has an end goal of 2020, however the
weight cyber has on diplomatic relations has increased
over the past few years, and the importance China places
on information dominance likely signifies that the cyber
reorganization will be one of its top priorities in 2016.

TURBINE FPANDA
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TURBINE PANDA is an adversary believed to be
operating out of the People’s Republic of China.
This group focuses primarily on intelligence
collection against organizations in the aero-
space sector, including those developing and
operating aviation technology for both civilian
and defense purposes. The majority of the
targeted organizations are located in western
nations including the United States, the United
Kingdom and Europe. In addition to this
activity, this actor has also been observed
launching attacks against companies in the
wider technology and manufacturing sectors,
suggesting an overarching objective of
obtaining information about the development
of related fields such as advanced materials
research, sensing systems, radio-frequency
engineering, and energy generation.

Meet Turbine Panda:
OPERATING SINCE MID-2014

Objectives: Theft of sensitive information
pertaining to high technology and aerospace.

Victim Profile:
Aerospace
Defense
Manufacturing
Technology

Primary Malware: PlugX
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hereas territorially motivated cyber activity
in 2014 from China-based adversaries was
predominantly focused on the disputed oil
rig HYSY-981 in the South China Sea (SCS)
and enforcement of its unilaterally declared air defense
identification zone (ADIZ) in the East China Sea (ECS),
2015 saw the stakes increased significantly. Throughout
2014, China began dredging up sand to make artifi-
cial islands in the Spratly Island chain and building
structures on the new islands, angering rival SCS
claimants like the Philippines, Vietnam, and Malaysia.

Much of this activity was conducted in a low-profile
way, and it was not until the islands were nearing
completion in 2015 that media and several think
tanks began to pay close attention to China’s efforts.
Although most of these other countries have built
upon the existing land masses in the contested areas
to boost their territorial claims, China took it a step
further by changing the physical size of the land
features and adding dual-use features like airstrips
and guardhouses with potential military applications.

CrowdStrike observed a significant amount of cyber
reconnaissance and phishing campaigns targeting rival
claimants throughout this process that increased dra-
matically as further reporting on China’s rapid progress
was made. This targeting included campaigns carried
out by the usual PANDA suspects targeting countries
in the SCS to include GOBLIN, OVERRIDE, PREDATOR,

VIXEN, MAVERICK, and LOTUS. In addition,
there was renewed activity defacing government

websites of several countries in the SCS by some
of China’s patriotic hacker groups, such as 1937cn
Team, which were previously active during the
2014 clashes with Vietnam over the oil rig.

While Chinese cyber targeting around geopolitical
events is by no means new, the activity in the
SCS is particularly noteworthy because of the
importance Beijing places on securing what

it sees as its territory using national security

as its basis for doing so, and the impact that
Chinese control of the islands would have on the
balance of trade, natural resources, and territorial
integrity in Asia. China is considering enforcing
an ADIZ in the SCS (in addition to its nine-dash
line, which already encroaches on nearly all
countries’ exclusive economic zones [EEZ] in the
area), and it is something it may seek to enforce
by both cyber means and traditional military
means. Targeting against airlines was already
observed in 2014, possibly in support of ADIZ
enforcement. This would have a huge impact on
the countries and business operating in that area
across all sectors, as well as an incredible amount
of global trade that passes through the SCS.

China has repeatedly stated that it does not
intend to militarize the islands, however it claims

them as indisputably sovereign territory and

has increasingly been aggressive in its rhetoric
of defending the islands as part of its normal
national security mission. This aggressiveness has
only increased after U.S. freedom of navigation
exercises such as the October sailing of a guided
missile destroyer, and the November/December
B-52 flights came within 12 nautical miles of

the islands and challenged China’s territorial
claims. These actions may prompt China to begin
formal militarization of the islands in 2016.

China appears to be taking several steps to
prepare for this possibility, including a November
2015 purchase of 24 Russian Sukhoi-35 multi-role
fighters by China. Their larger fuel tanks hold

the possibility for deployment on the mainland
or the new airfields on the SCS islands and gives
a longer “loiter time”, which helps enforce their
territorial claims. Most recently China conducted
successful landing tests of civilian aircraft on

the Nansha Island and Fiery Cross airstrips,
despite protests from regional neighbors.

The conflict in the SCS will likely be one

of the defining moments of geopolitical
significance in 2016, and a hotbed for cyber
activity from China-based adversaries.
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TARGETED INTRUSIONS

RUSSIA

International conflict, balance of

power, energy issues, and the economy
were the common themes observed
within active intrusion campaigns
conducted by Russian actors in 2015.

International conflict, balance of power, energy issues, and the economy

were the common themes observed within active intrusion campaigns

conducted by Russian actors in 2015. The crisis in Ukraine as well as the

Russian military involvement in Syria were major focal points for conflict-

related intrusion activity. The use of cyber warfare operations in Ukraine

were manifested in at least two unique forms—avert and clandestine.

Overt activity was conducted by a group
known as CyberBerkut; while they might not
be directly linked to actors operating on behalf
of the Russian Federation, their actions do
closely align with the interests of the moth-
erland. CyberBerkut operations comprised
disinformation campaigns, DDoS attacks, and
intelligence gathering against Ukrainian targets.

Clandestine actions involved the deployment

of malware by various actors used primarily for
intelligence collection. The tools employed in these
actions may also have been capable of destroying

data or eliciting physical, real-world impacts as well.

Conversely, Russia has largely relied on a more
traditional military campaign in Syria. The use
of regular warfare has not entirely removed
the potential for asymmetric tactics from

the battlespace. For example, following the
destruction of a Russian Su-24 Fencer at the
hands of Turkish military, widespread DDoS
attacks against Turkish targets were observed.

At times, these high-profile conflicts overshadowed
equally significant political and strategic steps

that Russian national leadership took in tandem in
order to balance power. President Vladimir Putin
worked to extend the reach of Russian influence
through the creation of strategic agreements with
nations in Eastern Europe and Central Asia. The
formation of these alliances generated concern
with some believing these actions to be the

first steps toward further regional annexation.

Perhaps in an attempt to gauge the extent of

this concern, and in an effort to stay one step
ahead in strategy, Russia is believed to have
proliferated stealthy and effective malware within
the European Union to engage in reconnaissance.
Through the implementation of Strategic Web
Compromise (SWC), delivery of implants, and use
of spear-phishing techniques, actors have been
able to establish a broad intelligence-gathering
capability that targets government and national
defense in the EU. One possible target of these
collections was joint NATO exercises conducted in
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2015. As the U.S. engaged in training with EU and
non-NATO partners in the region, the Russian mil-
itary also increased its military presence in kind.

Concerns regarding energy security and the
economy were also at the forefront for Putin as
the national gas industry, Gazprom, struggled to
secure agreements for infrastructure and supply
agreements with Europe. As the year progressed
and Russia was impacted by U.S. and EU sanctions
as well as decreases in the global price of oil,

the Russian economy faced the possibility of
recession. Perhaps in an effort to hedge against
these challenges or to gain information to
formulate monetary policy, Russia performed
broad intelligence-collection campaigns.

Additional challenges in the energy sphere
included regional tensions in Ukraine that pre-
cipitated a series of high-profile events involving
electrical power infrastructure in the region as
reports in December revealed the involvement
of BlackEnergy malware in an external attack on
at least one power station in western Ukraine.

Major geopolitical themes impacting Russia closely
align with the ongoing cyber activity observed in
2015. Considering these activities, in turn, provides
a portrait of Russian strategic goals and gives
insight into capabilities, priorities, and what actions
Russia is willing to take to achieve those ends.

RESURGENCE OF RUSSIAN POWER &
EXPANSION OF INTEL GATHERING

t the outset of 2015, Russia was haunted

by the specter of economic sanctions from

the previous year. The concerted effort by
western powers to compel Russia to withdraw
from Crimea only made President Putin more
intransigent in his views and led to further shifts
away from cooperation. As Russia sought greater
autonomy from the west this past year, it has also

strengthened its military posture and refocused
its strategic agreements. Russia also took several
actions to tighten domestic control on the media,
aid groups, and specific political actors. This shift
in stance necessitated an increase in information
gathering for planning, advantage in negotiations,
and security, and that is precisely what has been
observed within the cyber campaigns of 2015.

In February, widespread spear phishing conduct-
ed by COZY BEAR was detected and analyzed.
These attacks targeted numerous entities in
government, defense, and non-governmental
organizations (NGOs) in the U.S., Europe, Asia,
and South America. Review of the email distri-
bution lists indicated targets may have been
selected from previously disclosed information
breaches, such as the Strategic Forecasting,

Inc. (STRATFOR) breach. The involvement of
publicly leaked information for targeting has
not typically been associated with advanced
operators within the Russian sphere, but it could
be indicative of the greater need to expand
collection and a willingness to broaden the
resources they consider acceptable for use.

Additional evidence of intelligence gathering was
seen throughout April, as BERSERK BEAR collec-
tion was directed against the Middle East. While
the exact targets in this campaign are unknown,
it is known that a major focus was the oil and gas
sector in this region. During the early part of the
year, Russia took steps to bolster its economy
and buffer the nation against the dual shocks of
economic sanctions and falling oil prices. Russia
engaged in a number of monetary policy shifts,
particularly in the form of interest rate changes
at the beginning of the year in order to avoid a
steep recession. The expansion of reconnaissance
in this region at this time may have been an effort
on the part of the Russian government to seek
understanding of changes in oil pricing in order
to inform these national economic policies.

The focus in May was squarely on the military,

as Russia celebrated the 70th anniversary

of victory in Europe during WWII. Early in

the month, Russian Naval forces engaged in
harassment operations in the Baltic Sea as
regional nations attempted to lay undersea cable
infrastructure between Sweden and Lithuania.

Following the annual military parade in Red
Square, Russian military forces took part in

joint military exercises with Chinese Navy

assets in the Mediterranean. These exercises
underscored significant strategic cooperation
between the two nations, as China and Russia
had also recently signed a cyber non-aggression
pact and agreed to share information involving
issues of law enforcement and security.

In the background of this regional partnership,
however, CrowdStrike observed FANCY BEAR
targeting Chinese aerospace manufacturers.
Intelligence collected from these campaigns
could potentially provide Russia with insight into
decisions involving procurement, as the Chinese
have been reliant on Russian and Ukrainian
military sales in the past. A postscript to this
activity may have revealed itself in November,
as China purchased two billion dollars worth

of Sukhoi Su-35 multi-role fighter jets from
Russia. Targeting within this sector provides
access to information involving development

of Chinese domestic military technologies,
which would be of military value to Russia.

Military activities continued through the month of
May as Russia projected its air power westward,
first in the form of bomber flights near the UK and
later in intelligence flights over Estonia. Addition-
ally, snap inspections in the northwestern region
of Russia were ordered just as NATO was engag-
ing in Arctic Challenge exercises in late May. One
final item of note that supports the discussion in-
volving Russia’s increasing control of information:
President Putin signed a decree at the end of May
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criminalizing the discussion of military casualties
in special operations, deeming these deaths “state
secrets”. This action has the potential to support
plausible deniability of involvement in irregular
military campaigns like the conflict in Ukraine.

At the end of May, President Putin signed legisla-
tion that banned NGOs that Russia determined to
be “undesirable” and established the framework
for prosecution of employees of these groups.
Active targeting of NGOs followed in July as
some of the objectives from earlier in the year
were again the focus of COZY BEAR spear
phishing. Major charitable organizations that had
long been operational in Russia chose to cease
operations and depart the country in late July.
Included within this spear phishing campaign
were targets in government, aerospace, media,
and energy sectors. Interestingly, following

this reconnaissance gathering, Russia again
adjusted monetary policy. The Russian Central
Bank took steps to limit the purchase of foreign
currency and adjusted interest rates downward.

VENOMOUS BEAR conducted a wide-scale
strategic web compromise (SWC) campaign
throughout 2015 spanning multiple sectors:
government, NGOs, technology, energy, and
education. Potential motivations for the launch of
this broad campaign are unclear, but it is possible
that the SWC may have enabled the actor to
gauge the response to the address President
Putin provided to the UN Security Council on

28 September or to gain insight into planning
and response to the Russian engagement of air
operations in Syria that began in earnest on 30
September. Additional intelligence-gathering
methods were deployed in early October, most
likely to either supplement earlier coverage
established by the SWC or to add redundancies
in targeting to guarantee collection material from
specific targets within that earlier campaign.

Russia’s engagement in Syria not only preoccu-

pied military leaders and the media, but it also
created real consequences for Russian citizens

in October when a civilian passenger plane that
departed from Egypt’s Sinai Peninsula crashed as
a result of an improvised explosive device aboard
the flight, killing all 224 people aboard. Further
impacts of the Syrian conflict were felt when a
Turkish fighter shot down a Russian fighter that
was returning from a mission conducted in Syrian
territory. This action was viewed with hostility by
the Kremlin as Turkey, a NATO member, was un-
apologetic in its decision to order the shoot down,
an action President Putin described as “a stab in
the back”. The event elicited both digital and eco-
nomic consequences for the Turkish government
and banking sector, respectively. On 17 December,
several Turkish national banks and government
sites were hit by a massive DDoS attack. Simul-
taneously, the Russian Federal Security Service
(FSB) raided international branches of state-
owned banks for claims of money laundering.

The end of the year was no less eventful for

the Russian government. Energy struggles
continued to predominate in the conflict in
Ukraine, and an attack on a power station in
western Ukraine drew speculation of Russian
involvement. In his regular question-and-answer
show, President Putin finally publicly admitted
to a Russian military presence in Ukraine, but he
downplayed the extent of the engagement.

Domestic crackdowns persisted as warrants
were issued toward the end of the month for
prominent supporters of democracy in Russia.
Additionally, companies and organizations that
had long-term investments or partnerships in the
region continued to withdraw from the country.
On the final day of the year, President Putin signed
the Russian National Security Strategy, officially
codifying much of the strategy he actively
pursued in 2015. The document sets forth goals
and policies intended to raise the global stature
of Russia and contains a significant focus on

domestic initiatives. It also sets the stage for plans
that Russia aims to implement throughout 2016.

THE FIFTH DOMAIN -
THE INFORMATION BATTLESPACE IN UKRAINE

ussia has previously employed cyber

capabilities in conjunction with military

campaigns, as was observed in the conflict
in Georgia in 2008. However, many of the tactics,
techniques, and procedures (TTPs) employed in
Ukraine are vastly improved from those observed
during the Georgia campaign. Current cyber TTPs
were informed by early experiences, driven by na-
tional strategy, and ultimately refined and integrat-
ed into military doctrine in December 2014. There-
fore, the continued employment of digital attacks
on the military front in 2015 comes as no surprise.

Much of the clandestine cyber conflict in Ukraine
focused on directing public sentiment through the
application of pressure to centers of gravity. Some
of those centers of gravity have been broadly
identified through current targeting actions as

the military, energy sectors, media, government,
and and non-governmental organizations.
Looking specifically at the critical infrastructure
center of gravity, it is easy to identify a persistent
pattern in targeting within the energy sector.

The Ukrainian energy sector was targeted as

early as May 2014 when BlackEnergy malware was
discovered on power company networks. These
attacks came amid Ukrainian national elections

as well as negotiations for gas purchases from
Russia. Then, in June of 2015, the Russian energy
sector was subjected to DDoS attacks when
Gazprom, the Russian state gas industry, and its
associated bank Gazprombank were targeted.

These attacks were observed during and sub-
sequent to joint Russia/Ukraine negotiations
regarding the price of natural gas. Then, in late
November 2015, physical attacks were directed at
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major power lines that delivered energy from
Ukraine to the pro-Russian breakaway region of
Crimea, leaving approximately two million people
in the region without power. In what could be
described as a retributive attack, BlackEnergy
was again found within energy companies’
networks in western Ukraine. In at least one of
these companies, this malware was associated
with causing a power outage in the region.

The totality of these events, from May to the
present, exemplifies how hybrid conflicts are
conducted across the physical and information
battlespace, also referred to as “the fifth domain”.
A force able to cause physical effects by leverag-
ing the fifth domain is a force to be reckoned with.

CYBERBERKUT

1 yberBerkut is a group of pro-Russian sep-
aratists operating within Ukraine, involved

\—J in regular online attacks against Ukrainian,
NATO, and U.S. interests. CrowdStrike first
reported on this group in May 2014, shortly after
its inception and during the concerted efforts

it made to disrupt and undermine Ukrainian
national elections in 2014. Since that initial report,
the arc of reporting performed by CrowdStrike
underscored the degree to which CyberBerkut has
impacted both national and international interests
in the region and illustrates their willingness to
persist in attacking government targets, leaking
or falsifying private documents, and publicizing
stolen information in support of their propaganda
campaign against Ukraine and the west.

Throughout 2015 the group conducted DDoS
attacks against German government websites,
multiple Ukrainian government websites, and
numerous nationalist Ukrainian rivals. In addition
to said DDoS attacks, the group consistently
made declarations as it sought to illustrate its
access to restricted sites, documents, or devices.
The group supports claims like these by releasing

“THERE ARE INDICATIONS
THAT CYBERBERKUT

HAS TIES TO
RUSSIAN STATE
oECURITY."

purportedly stolen documents on their site.
CyberBerkut posted more than 50 unique items,
ranging from emails, reports, agreements, propos-
als, annotated overhead imagery, and personal
identification. The veracity of these documents
cannot be independently verified and there have
been accusations that the group has edited or
even falsified entire releases. It is important to
note, however, that despite the questionable
nature of their reliability, the document releases
tend to garner a great deal of attention.

There are indications that CyberBerkut has ties to
Russian state security. These indications are based
on several factors. First, CrowdStrike has iden-
tified specific correlations between the group’s
interference in Ukrainian national elections and
the messaging delivered by Russia-owned state
media that signify close coordination. Addition-
ally, there are significant parallels between the
current techniques employed by CyberBerkut and
those used in previous conflicts associated with
Russia, namely the conflict in Estonia in 2007.

These techniques, leveraging Soviet-style de-
ception, propaganda, and denial tactics, suggest
a process in which the first iterations of online
warfare implemented in Estonia are now being
perfected in Ukraine. CyberBerkut will likely con-
tinue to pose a challenge for stability and security
within the region, particularly with regard to
military forces, diplomatic missions, contractors,
and business interests operating in Crimea. &

BERZERK
PEAR

The BERSERK BEAR adversary group has strong ties to
Moscow, as well as technical and operational overlaps
with other suspected Russian state-sponsored groups
such as ENERGETIC BEAR, TEAM BEAR, and VOODOO
BEAR. The targeting profile of the group observed by
CrowdStrike appears to align very closely with the likely
collection priorities of Russian intelligence services.

This group has been operating for at least 10 years; their
earliest malware used email-based C2 channels. Over the
following several years, the adversary moved to HTTP-
based implants and more recent variants with added
technical complexities. Notably, during the timeframe of
the 2008 conflict between Russian and Georgia, a variant
was also repurposed to conduct DoS attacks against
Georgian government websites. The operators continue to
exhibit a high level of technical skill and regard for OPSEC,
but they are not above making tactical errors in the usage
of their tools, which has enabled detailed attribution and
unique insights into the BERSERK BEAR TTPs, detailed

in reporting available to CrowdStrike customers.

Meet Berserk Bear:
OPERATING SINCE 2004

Objectives: Theft of sensitive information pertaining to
international law, diplomacy, non-profit organization, and
domestic threats related to political dissent and terrorism.

Victim Profile:

Energy

Government

Media

NGO/International Organizations

Primary Malware:
Proprietary Implant
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TARGETED INTRUSIONS

N.KOREA

2015 proved to be a tumultuous year

on the Korean Peninsula, a year that
started off under the cloud of the
Sony Pictures Entertainment breach.

In January, President Obama issued Executive Order 13687, which imposed further

economic sanctions on the “hermit kingdom”. Numerous high-ranking officials were

executed in 2015 as the young leader Kim Jong Un sought to solidify his control of

the regime. Weapons tests, such as a spring announcement about the test of a Sub-

marine Launched Ballistic Missile (SLBM), and continued development of the mis-

sile and space programs, further illustrated the intentions of the Democratic Peo-

ple’s Republic of Korea (DPRK] to continue agitating the international community.

Drought conditions and continued friction with
the Republic of Korea (RoK) surrounding land
mines that maimed a South Korean patrol con-
tinued to further isolate North Korea. In terms of
offensive cyber capabilities, the DPRK focused
on espionage in 2015 versus more aggressive
operations, which likely supported the require-
ments of the DPRK leadership to navigate the
various international riffs they created in 2015.

CrowdStrike Intelligence observed multiple
malware samples with suspected association to
DPRK actors throughout 2015. The majority of
this malware appears to have been leveraged

in activity for intelligence collection rather than
destructive purposes, and was directed primarily
against targets within the RoK. Many of the
samples were linked back to campaigns begin-
ning in 2014, suggesting either a continuation

of previous activity, or a resurgence of those
programs. The identification of recent malware
samples—particularly around mid-2015—aligns
with a period of increased tensions between

the RoK and the DPRK, lending further credence
that the activity at the end of 2015 was as-
sociated with operations aimed at gleaning
information of value for intelligence purposes.
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NORTH KOREAN CYBER ESPIONAGE IN 2015

orth Korean cyber activity in 2015 fits into

three categories by virtue of the malware

that was used. Milmanbag was identified
being used against targets in South Korea at the
beginning of 2015. Hawup utilized previously
unknown vulnerabilities in a popular Korean lan-
guage word processor to deploy. AIMRAT is close-
ly related to the infamous Operation Troy. One no-
table point is that all three malware families were
heavily deployed in August 2015 when relations
between the North and South were most strained.

MILMANBAG

n January 2015, CrowdStrike Intelligence

identified three exploit documents leveraging

identical shellcode to that which was identified
in the attacks against the networks of Korea Hydro
& Nuclear Power Co. Ltd (KHNP) by suspected
DPRK actors in late 2014. The first of the exploit
documents dropped a destructive Master Boot
Record (MBR) wiping malware that matched the
malware found at KHNP. However, the two other
exploit documents dropped a Remote Access Tool
(RAT) and a keylogger. Analysis of the RAT—known
as Milmanbag—revealed notable similarities to an
espionage campaign identified in 2013 against
RoK entities known publically as “Kimsuky”. After
CrowdStrike began tracking the Milmanbag RAT,
further identified samples revealed activity occur-
ring in August 2015, leading to the assessment that
the actors behind this campaign remained active or
had resurfaced. While the infection vector remains
unconfirmed, it is believed to be delivered via
spear phishing, as some instances of the malware
are known to have been spread through exploit
documents targeting the Hangul Word Processor
(HWP) software. Of note, HWP is primarily used in
South Korea, especially in the government sector.

The Milmanbag RAT likely acts as a first-stage
tool as it transmits basic system information and

downloads further malware. As aforementioned,
tool marks in the RAT binaries suggest a similar
programming style as the malware used to con-
duct the wiping attack against KHNP in December
2014. In addition, artifacts in the binaries suggest
a Korean-speaking author. Based on the use of
HWP documents, it is suspected that RoK entities
were the primary targets of this malware. This
aligns with the previous target scope of Kimsuky
operations in 2013, which targeted multiple RoK
entities in the government and think tank sectors.

HAWUP

n September 2015, open source reporting

identified further malicious HWP documents in

the wild exploiting a new vulnerability, CVE-
2015-6585. CrowdStrike identified two exploit
documents associated with this vulnerability
apparently used in an August 2015 campaign

malware known to CrowdStrike as the Hawup RAT.

One of the CVE-2015-6585 exploit documents
dropping the Hawup RAT used a Korean-language
document lure titled “Scrum vs Kanban.hwp”.
This decoy document appears to be information
directly taken from a January 2014 blog post from
the authentication services provider Stormpath
titled “So Long Scrum, Hello Kanban”. The
creation of a custom-made lure document from a
blog post is interesting, as advanced adversaries
tend to use pre-existing documents, often to
maintain the air of legitimacy. Additionally, given
the date of the article, it is possible this lure was
created and leveraged as early as January 2014.
The use of a subject lure directly associated with
a company specializing in user management

and authentication services also suggests a

very specific target scope for this activity.

AIMRAT

uring September 2015, CrowdStrike en-
countered another targeted RAT utilizing

the AOL Instant Messenger (AIM) protocol

for Command and Control (C2), which is now
referred to as AIMRAT. The AIMRAT malware

uses the Open System for CommunicAtion in
Realtime (OSCAR) protocol to communicate with
its controller, which is likely to consist of a custom
Graphical User Interface (GUI) program sharing
common code with the RAT. The RAT uses a set of
AIM accounts set up in advance by the attackers.
The use of a normally benign protocol, and the
inclusion of various obfuscation and anti-analysis
features over the observed course of the RAT’s
development from early 2014 to late 2015,
suggests that the operators have some concern
for operational security (OPSEC) considerations.
Although the infection vector used to deploy the
RAT is unknown, the small scale of the activity
suggests that it is highly targeted in nature.

Technical analysis of AIMRAT also revealed the
activity associated with the malware appeared
to be carried out by likely Korean-speaking
actors since at least January 2014 through
July 2015. Additionally, there were identified
instances of the malware author using the
word “Troy” in place of Trojan in a number

of identified samples, a naming convention
identified in the public reporting on DPRK
activity known as Operation Troy in 2013.

The timing of the other identified DPRK-associ-
ated samples appears to be directly associated
with increased tensions between DPRK and RoK.
The majority of identified samples appear to have
been created around July and August 2015 when
landmine blasts, loudspeakers blaring propaganda,
an exchange of artillery fire, and threats of hos-
tilities quickly increased tensions between DPRK
and RoK. Espionage targeting against RoK entities
during this time frame would yield information

that would be of interest to DPRK intelligence op-
erations and aligns with known DPRK intentions.

Notably, open source reporting in November
2015 acknowledged what appeared to be a
resurgence of malware connected to Operation
Troy (also known as Dark Seoul) campaign from
2013. Malware samples with behavior similar to
the aforementioned Operation Troy campaign
were identified dating back to June 2015, more
than two years after the original attacks in South
Korea were reported. Researchers who revealed
the activity further noted that these attacks likely
leveraged spear phishing to deliver a Trojanized
version of a legitimate software installation
executable hosted by a company in the industrial
control systems sector. Identified targets included
a transportation and logistics sector in Europe.

This specific targeting could align with RoK’s
participation in the Iron Silk Road/Eurasia
Initiative, a plan to connect transport and
energy infrastructure from Asia through Russia
into Europe. RoK president Park Geun-hye has
repeatedly called on North Korea to rebuild the
disconnected railway sections in the Demilitarized
Zone on the North’s side in cooperation with the
project. In early July 2015, the RoK launched a
20-day train journey through Asia and Europe

in order to raise awareness for the initiative. It

is possible, therefore, that the aforementioned
transportation targeting was an effort to garner
further information on this particular event.

While the identification of suspected DPRK-as-
sociated malware could be indicative of either a
continuation or resurgence of DPRK espionage
operations, one thing remains clear: DPRK actors
remained active in 2015. As the observed activity
appeared to be primarily directed towards RoK
entities during a period of heightened tensions,
it is highly likely DPRK actors will continue to
stay active through 2016 as tensions between
the two countries remain unstable. &
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TARGETED INTRUSIONS

IRAN

Several notable geopolitical

events occurred in Iran during
2015 that shaped cyber activity,
and will continue to do
so into 2016.

Several notable geopolitical events occurred in Iran during 2015 that shaped

cyber activity, and will continue to do so into 2016. The most important of

these was the finalization of the Joint Comprehensive Plan of Action (JCPOA]

that occurred in July e015.

The JCPOA, an agreement reached to ensure

a peaceful end to Iran’s nuclear program,
dominated the coverage of Iran in 2015. Iran’s
implementation of the requirements laid out

in the JCPOA will lead to the long-term lifting
of sanctions currently related to Iran’s nuclear
program. The JCPOA’s “Implementation Day” is
the day Iran confirms it has met all obligations of
the JCPOA agreement and economic sanctions
will be terminated (but can be reinstated in the
event of significant non-compliance). Imple-
mentation day occurred on 16 January 2016.

The Iranian government seems to distinctly
understand that the lifting of sanctions, in-
cluding the unfreezing of financial assets and
the subsequent influx of funds and revenue as
Iran reopens trade internationally, also comes
with a certain corresponding infiltration of
western influence. There were already political
machinations occurring in 2015 that allow the
Iranian government to better prepare to combat

these influences using its cyber capabilities,
such as the renewed appointment of members
of the Supreme Council of Virtual Space.

The Iranian government also showed constant
attention to Islamic values and the Internet.

Iran is taking the advantages of the Internet for
Iran’s economic and Islam’s cultural benefit very
seriously as implementation of the JCPOA nears,
but it is recognizing the significant impact western
influence can have. It is highly likely Iran intends
to use all the resources at its disposal, including
national cyber capabilities of censoring and mon-
itoring, to diminish the impact as far as possible.

Portions of Iran’s 6th Five-Year Plan (6th FYP,
2016-2021) also reveal the Iranian government’s
focus on improving national cyber capabilities.
Such improvements support many national
goals, several of which are likely to continue to
control and censor the flow of information in Iran
and strengthen national capabilities to support
Iran’s aspirations toward regional hegemony.
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“THE BLACK SPIDER

PROGRAM REPORTEDLY HAD

BEEN DEVELOPED SOLELY
AS AN INVESTIGATIVE TOOL
FOR FACEBOOK ACCOTUNTS,

HOWEVER, IRANIAN
OFFICIALS ALS0O STATED IN
MARCH THAT THE PROGRAM
WOULD BE EXPANDED TO

INCLUDE OTHER MESSAGING

AND SOCIAL MEDIA APPS,
SUCH AS INSTAGRAM,
VIBER, AND WHATSAPP"

During 2015, law enforcement appeared to

step up arrests of Iranian Internet users posting
unacceptable content online. Authorities
announced the use of technical programs,

such as Black Spider, to locate and arrest
Iranian social media users, sending the message
publicly that circumventing government filters
may allow visitation of blocked websites,

but does not protect Iranians from arrest.

IRANIAN CONTROL OF WESTERN INFLUENGE

In 2015 the Iranian regime sought to shield the
country’s netizens from dissident and pro-demo-

cratic ideas. These actions ultimately meant to pre-

vent the infusion of western ideology into Iran re-
sulted in the arrest of individuals who were seen as

problematic to the regime. Internally, Iran’s targeted

cyber operations included reports of arrests of Ira-
nians for their online activities, largely for charges

that are variations of offending Islam or blasphemy.

BLACK SPIDER AND THE
ARRESTS OF IRANIANS

n March, the Iranian Cyber Police reported

12 arrests that took place in January, which

included Iranian student activists. Notably,
two of the students were previously arrested in
the 2009 election protests and were members
of the Green Movement. Those students, and
others like them, had likely been continuously
monitored for other opportunities of arrest. The
Iranian Cyber Police stated they had employed
a program called Black Spider to investigate
the suspects’ Facebook accounts and had
arrested them for various crimes including
posting content contrary to Islamic values.

The Black Spider program reportedly had been
developed solely as an investigative tool for Face-
book accounts, monitoring approximately eight
million accounts for content contrary to Islamic
values. However, Iranian officials also stated in

March that the program would be expanded
to include other messaging and social media
apps, such as Instagram, Viber, and WhatsApp.

In June, another individual was arrested, ac-
cused of starting 23 anti-cultural groups on the
messaging applications LINE and WhatsApp.
At least 11 others were reported, also in June,
and arrested for “anti-security activities” on
social media and for corruption using social
media. Lastly, in August, it was reported that
four individuals were arrested for “promot-

ing prostitution and blasphemy” online.

ONCE PRESIDENT ROUHANI TOCK
OFFICE IN 2013, THE SUPREME
COUNCIL OF VIRTUAL SPACE WAS
EFFECTIVELY NON-EXISTENT, AS
ROUHANI'S ADMINISTRATION
ATTEMPTED TO PUSH INTERNET
INITIATIVES AND PUSH BACK
ON HARDLINERS' STRICT LAWS
BANNING OR BLOCKING THEM.

This is not the first time the Iranian government
has been concerned about the influence of
western online social media and messaging
applications. Facebook and Twitter have been
banned since the 2009 elections, believed by
the Iranian government to have contributed to
the protests. Gmail, Yahoo, and Google were
banned from February through October 2012.

In January 2015, online apps LINE, WhatsApp, and

Tango were under threat of ban. Further, in Octo-
ber 2015, encrypted messaging app Telegram ex-
perienced interruptions and two days of blocking

after reportedly receiving a communication from

Iranian officials requesting monitoring tools for the

program. Iranian officials deny the accusations.

Most notably, the arrests send the message

to the Iranian populace that although Internet
users in Iran can access banned or blocked
websites via Virtual Private Networks (VPNSs),
the Cyber Police continue to monitor users’
activities and are willing to arrest those acting
in opposition to the beliefs and values of Islam.

SUPREME LEADER STREAMLINES
AND OBTAINS FURTHER
CONTROL OVER THE INTERNET

The Iranian government’s focus on strength-
ening and improving its cyber capabilities can
be seen clearly when observing the events
around the recent reappointments for members
of the Supreme Council of Virtual Space by
Ayatollah KHAMENEI on 5 September 2015.

The Supreme Council was first established in
March 2012, nearly two years after the discovery
of Stuxnet in June 2010, while Iran was still in
the early stages of improving its cyber defenses
and capabilities. There are some criticisms,
mostly by hardliners, that once President Rouhani
took office in 2013, the Supreme Council of
Virtual Space was effectively non-existent, as
Rouhani’s administration attempted to push
Internet initiatives and push back on hardlin-
ers’ strict laws banning or blocking them.

Those chosen for positions include the president,
several ministers, the IRGC, and police chiefs.
The leaders chosen for the positions were not as
surprising given the move the Supreme Leader
made once choosing them—to give the authority
of Internet policy and regulation within Iran
completely to the Council by dissolving similar
responsibilities in other government entities

and putting them under the responsibility of
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the Council. This established ultimate authority
of Iran’s Internet censorship and the develop-
ment of the National Internet ultimately under
the government entity answering to him.

Ayatollah KHAMENEI then called for members of
the Council to quickly bring Iran out of its “existing
passivity in cyberspace” and provided guidance
for them to work quickly on the National Internet,
also giving them the equally large task of develop-
ing administrative and organizational parameters
for cyberspace such as security, legal, judicial, and
an enforcement system among others, such as
considering how to protect Islamic values online.

The efforts of the Iranian leadership in 2015 clearly
depict a regime struggling with the benefits

and the threats of the impending JCPOA and

the outside influence that is attached to it. On

the one hand is much-needed economic relief
from the years of isolating sanctions, on the

other, the influence of western ideology that
threatens to come during crucial election cycles.

IRAN PRIORITIZES ITS NATIONAL
INTERNET, NETWORK INFRASTRUC-
TURE, AND GYBER CAPABILITIES

n 30 June 2015, just before the final-
ization of the JCPOA, Supreme Leader
Ayatollah Ali KHAMENEI revealed the
outline of Iran’s 6th Five-Year Plan (6th FYP).
Within the 6th FYP there are several areas
that show Iran’s upcoming focus of improving

its infrastructure and cyber capabilities.

The first priority over the next five years is to gain
“superior status in the region” with the develop-
ment of the National Information Network (Na-
tional Internet). While the National Internet project
was conceived in 2006, at this time it is not nearly
the insulated network that it was touted it would
be, as a Halal Internet of sorts. Rather there are a
few indigenous online search engines and social

media websites replicating western originals.

Now that Iran is experiencing the challenge of
reopening international trade while attempting

to filter out western and un-Islamic ideals that
could come with it, the government has increased
political will to complete some variation of a more

shielded National Internet as a part of the solution.

To this end, Iran announced—once in January
2014 and again in June 2015—that China would
cooperate with Iran in the continued development
and completion of Iran’s National Internet.

Another emphasis for the information, communi-
cation and technology sector (ICT) improvement
by the Supreme Leader in the 6th FYP is to in-
crease the number of indigenous social networks
by at least five times. Indigenous social networks
would ease the ab